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Abstract 

Elderly people with infectious infections are challenging to treat; as they often present to consultations with severe, 

advanced symptoms, they are frequently sent to emergency care. The hypothesis was that a patient's health might 

be considerably enhanced and the strain on emergency health system services could be lessened by delaying an 

infectious illness diagnosis by a few days. Chatbots that can monitor a patient's status, deliver targeted 

information, promote drug adherence, and more might be especially helpful for patients with comorbidities or 

chronic illnesses. Chatbots need an appropriate underlying software architecture in order to carry out these tasks. 

A better data analytics approach promotes process efficiency in addition to offering helpful insights in IoT data. 

It is difficult to create a solid IoT-based safe analytical model for a number of reasons, including data from many 

sources, growing data volumes, and monolithic service design methodologies. In order to facilitate predictive 

analytics for individualised fitness data in an Internet of Things setting, this study suggested an intelligent 

blockchain-enabled microservice. The system's architecture supports microservice-based analytical features to 

provide dependable and safe Internet of Things services. A key strategy for creating scalable and maintained 

cloud-native apps is microservices architecture. Microservices, in contrast to conventional monolithic designs, 

break down applications into discrete, independently deployable services that interact via well-defined APIs. By 

improving modularity, this architectural change makes it possible to increase scalability, robustness, and 

flexibility. Because healthcare data is sensitive, it needs extra security against the possibility of illegal access. 

Data privacy is a crucial issue. In addition to presenting patient empowerment, this research emphasises the 

significance of data empowerment in the healthcare industry. Several facets of the traditional architecture and 

Service-Oriented Architecture against microservices architecture are examined in order to address the deployment 

of an appropriate and effective architecture for a remote healthcare monitoring system. A case study is provided 

on the RO-Smart Ageing programming system, which is used to enhance the management of health data. 

Keywords: - IoT, Microservices Architecture, Health Data Management, Well-Defined APIs, Sensitive Nature, 

Emergency Health System Services, Blockchain-Enabled Microservice, Infectious Diseases, Data Privacy. 

I. Introduction 

The Internet of Things (IoT) is a new sector with cutting-edge tools and technology, such as methods for 

processing and analysing information to increase productivity and efficiency in the IoT environment. IoT [1] 

supports intelligent IoT applications by combining sensors and actuators with technology for communications and 

information in a digital environment where data is gathered, processed, and evaluated. Healthcare, business, 

infrastructure management, energy management, safety and security, and other areas all heavily rely on data 

analytics. However, the IoT analytics community is facing new hurdles as a result of its widespread use [1, 2]. 

Among these are the challenges of processing IoT data that is streamed from various devices, managing different 

data formats, and annotating sensor observations in real-time to understand their context and meaning. In 

particular, using and processing this data in conjunction with maintenance-related services rather than relying 

solely on unreliable method. In IoT applications, these problems negatively affect scalability, efficiency, and 

reusability. Such models are necessary to get beyond the aforementioned problems and extract useful information 

from information from the Internet of Things. Distributed ledger technology, the foundation of the blockchain, 

was developed to store irreversible financial data. By allowing parties to sign the transaction, a blockchain secures 

the record of every transaction [2]. A block that has been digitally encrypted and signed as a time stamp is part of 

the blockchain. Finally, cutting-edge cryptographic techniques are used to secure and defend the chain [2, 3]. The 

six levels of a distributed ledger database—network, data, smart contract consensus, application, and service—

make up a blockchain. Data collection, authorisation, and control are usually carried out at the data layer and 

network layer. The consensus mechanism and smart contract layer are considered to include the incentive 
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structure, consensus protocol, and smart contract functionality. Additionally, the blockchain consensus system 

uses a significant number of resources and processing power, which lowers throughput and latency [3, 4].  

The service or service layer, which is visible to the application layer, controls the back-end operations of the 

blockchain network. The application layer manages the communication between the front end and back end. Over 

the last several years, a number of novel blockchain technologies have been put into use, such as smart contracts, 

consensus algorithms, permissions and privacy mechanisms, and [3, 4]. There are both private and public 

blockchains on the blockchain. In a private blockchain, the network is controlled and governed by the people who 

have registered. In a similar vein, whereas anybody may participate in the decentralised consensus and block 

creation processes in a permissionless blockchain, only registered participants in a permissioned blockchain can 

engage in the block creation mechanism. The permissioned blockchain is thus thought to be more scalable, 

transparent, and adaptable. 

A software design methodology known as microservices architecture divides an application into many loosely 

linked, independently deployable services. Often called a "microservice," each service carries out a particular 

business activity and interacts with other services over lightweight protocols, usually message queues or 

HTTP/REST. Microservices design divides systems into smaller, modular components that may be independently 

built, tested, deployed, and scaled, in contrast to conventional monolithic architectures where all capabilities are 

tightly integrated into a single unit [5, 6]. Every microservice functions independently and is in charge of a certain 

area of the business domain. Teams may create, implement, and grow services thanks to this independence without 

affecting the program as a whole. A decentralised approach to data management results from the microservices 

design, where each service oversees its own database or data storage.  

In contrast, monolithic designs often use a single, shared database. Lightweight protocols are used by 

microservices to communicate with one another. RESTful APIs may facilitate synchronous communication, 

whereas messaging platforms like RabbitMQ or Kafka can facilitate asynchronous communication. Through 

Continuous Integration/Continuous Deployment (CI/CD) pipelines and Automated Deployment, Microservices 

architecture facilitates quick development and deployment cycles. Building, testing, and deploying individual 

services is greatly aided by automation, which promotes quicker release cycles and better software. Failures may 

be graciously handled by microservices [6]. The system as a whole does not go down if one service fails since 

other services keep working. Circuit breakers and retries are two common patterns used to accomplish this 

resilience. Because each microservice is autonomous, distinct services may be created using the programming 

languages and tools that best meet their unique needs [6, 7]. Polyglot programming is the term for this adaptability. 

The design and management of software programs has changed significantly with the transition from monolithic 

to microservices architecture. Building a whole program as a single, cohesive codebase is known as a monolithic 

architecture, and it has been the conventional method for decades [6, 7]. 

These days, chatbots are quite popular in eHealth settings. A chatbot is a computer software that converses with 

the end user automatically using a variety of communication channels (such as mobile applications, messaging 

platforms, etc.). [8]. Chatbots have been gaining traction in the eHealth space over the last five years, thanks to 

the expansion of artificial intelligence and the widespread use of messaging platforms in society. Research 

indicates that support chatbots for breast cancer patients have had favourable outcomes, with an overall 

satisfaction rate of 93.95%. As virtual assistants, chatbots may support their users in a variety of ways, for as by 

collecting personal information, reminding users to take their medications, or checking for symptoms. 

Furthermore, doctors concur that chatbots can assist with the majority of automated, basic activities in healthcare 

settings [8, 9]. The algorithms that underpin them, their data sharing capabilities, their scalability, and the feeling 

of security and privacy they may in still and convey to their users, however, restrict their utility. Providing care 

for people with chronic illnesses or comorbidities is one of the eHealth scenarios that is expanding quickly and is 

predicted to do so much more so in the years to come.  

An approach that is patient-centric and based on cooperation, empathy, and communication between patients and 

professionals is supported by the use of technological advances in healthcare. eHealth offers wearables or 

smartphones, omnipresent services, cloud-based adaptive resources, and mobility via portable devices [9, 10]. 

Clinical decision support systems (CDSS), telemedicine, health information management, electronic records, 
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computerised order entry, e-prescribing, virtual healthcare teams, triage, [10], and medical mobility services 

(mHealth) are all included in eHealth research. Big data, artificial intelligence and machine learning, cloud-based 

solutions, mobile devices, and the internet of things (IoT) are examples of modern IT that supports eHealth. 

However, since they involve increased responsibilities, technological installations may sometimes cause conflict 

between practitioners and nurses [11]. Furthermore, eHealth decision support tools do not release physicians from 

responsibility. Data-based systems also have to deal with the problem of limited and low-quality data for model 

training [11,12], which may sometimes become pricey because of processes that are ignored. Deployment is 

slowed by a new eHealth system's lengthy learning curve; modifications may also be seen as a danger to current 

working circumstances. 

Anticipating an infectious illness diagnosis by a few days is thought to enhance a patient's quality of life, relieve 

the strain on the health system's resources, and lead to a "better perception" among family members [12, 13]. For 

national health systems, cost-effectiveness is a key motivator for enhancing citizen medical services. Vital sign 

alterations are indicative of the progression of an infectious process. The likelihood of contracting an infectious 

illness might be estimated using these statistics. 

For predictive modelling, machine learning (ML) approaches may be used. They help identify patterns and predict 

how a disease will develop, which enhances management and treatment procedures. Machine learning is a branch 

of computer science that draws inspiration from artificial intelligence [14]. It yields positive outcomes in medicine 

and eHealth. 

In order to provide nursing home medical personnel effective tools to forecast the onset of infectious illnesses, 

this study proposes the use of mobile communication, cloud services, and machine learning methods [15]. Because 

of its unique features, the methodology used in our research sets it apart from previous ideas. The patients were 

older individuals residing in nursing homes rather than receiving treatment in regular health centres.  

A customised biosensor system was created for the project; microservices served as the foundation for the 

communications infrastructure for data collection, storage, and analysis; machine learning algorithms were 

incorporated into the microservices for prediction purposes; and three specific infectious diseases were taken into 

consideration: acute respiratory, urinary tract, and skin and soft tissue infections. 

The implementation of a healthcare remote monitoring system using microservices for healthcare data 

management is presented in this work [16, 17]. to provide the reader a wide understanding of the delicate nature 

of medical information pertaining to patients' physical or emotional well-being. This information must be shielded 

from unwanted access. One of the biggest issues in the health sector is data privacy [18]. When combined with 

patient empowerment via digital technologies, data empowerment gives patients the ability to produce and manage 

their own data and serves as a catalyst for bettering access to healthcare.  

1.1 Healthcare Data Empowerment  

1.1.1 Healthcare Data and its Sensitive  

Nature Healthcare data, or information about patients' health and well-being, is continually monitored and 

gathered by healthcare systems [19]. A vast quantity of healthcare data has resulted from the collection of such 

data via the use of health information technology. Healthcare data provides details about patients' ailments, 

treatment plans, and other information pertaining to people's physical or mental health. According to the General 

Data Protection Regulation (GDPR), "data concerning health" is considered personal data, also known as 

"sensitive data," and needs extra protection because processing it or allowing it to be disclosed without 

authorisation could seriously jeopardise a person's fundamental rights and freedoms [19, 20]. Thus, special 

attention is needed to address cybersecurity issues as well as privacy and ethical issues. 

1.1.2 Approved Users of Medical Information  

The main consumers of patient health information include:  

- A patient who gives their primary care physician access to their past and present medical records;  



Kuwait Journal of Advanced Computer Technology 

ISSN: 2984-7907 

Vol. 1No. 1(2022) 

21 
 

http://kuwaitjournals.com 

- A primary care or consulting physician who evaluates a patient's medical information to determine the 

patient's needs and problems and creates a suitable treatment plan; suggests diagnostic tests [20,21], 

orders treatments, etc., and evaluates the results and the patient's progress; records the patient's medical 

requirements and keeps a continuous log of services rendered to guarantee continuity of care; works with 

other doctors to provide appropriate treatment; 

- A clinical laboratory that records the findings of medical investigations so that it may be supplied upon 

request, prepares and analyses patient samples, and communicates the results to the patient's primary 

care physician [18]; 

- A nearby hospital that treats patients under the supervision of their primary care physician and keeps 

track of all services (diagnostic tests, therapy) rendered so that it may be used to explain the patient's 

development [18, 19]. 

1.1.3 Privacy and Security Requirements for Healthcare  

Data security in healthcare relates specifically to the measures taken to safeguard the availability, confidentiality, 

and integrity of health information as well as to assist medical professionals in giving accurate information. It also 

directly refers to protection against unauthorised access. The security was first implemented for paper health 

records, but as electronic health records developed, [20] it became necessary to have regulations tailored to 

electronic health data.  

The methods used to store data so that only authorised individuals may access it are connected to data security. 

Safeguarding the personal information of patients is known as health data protection. This is accomplished via a 

mix of regulations, rules, and recommendations pertaining to the security of health data as well as the storage and 

accessibility of health information [20, 21]. The patient's right to choose how his personal information is shared 

is known as health data privacy. Privacy depends on how information flows, who is engaged, how information is 

accessed, and why it is accessed [21, 22]. 

II. Emerging Empowerment Of Healthcare Data  

One of the main concerns of the populace nowadays is access to healthcare. This reality is making it necessary 

for healthcare organisations to come up with innovative approaches to interact with patients to develop sustainable 

value and adapt to the expectations of the community [11, 12]. The patient must be empowered by electronic 

means and actively participate in managing his or her health state, and the providers must promptly and effectively 

address the patient's requirements. The practice of giving individuals the authority to manage and promote their 

own private information for their personal and society's benefit is known as data empowerment. 

Table 1 Distinctions between healthcare data security and privacy. [22, 23] 

Security  Privacy  

Is the availability, confidentiality, and integrity of 

health information. 

Is defined as the appropriate, self-determined use of a 

patient's medical records. 

The medical organisation must use a variety of 

strategies, including firewalls and encryption, to avoid 

the compromising of health data due to network or 

technological weaknesses. 

Without the patient's prior permission, the medical 

organisation is not allowed to sell their medical 

records. 

is focused on maintaining confidentiality or 

safeguarding a medical organisation. 

Is focused on safeguarding patient rights and 

information. 

Security enables the ability to have faith that rulings 

are enforced. 

The capacity to control what personal data may be 

accessed and where it is sent is known as privacy. 

 

 

 



Kuwait Journal of Advanced Computer Technology 

ISSN: 2984-7907 

Vol. 1No. 1(2022) 

22 
 

http://kuwaitjournals.com 

Table 2 GDPR and HIPAA-recommended security and privacy standards. [22]  

Requirement  Description  

Patients’ 

understanding  

Patients are fully entitled to know how any healthcare stakeholder uses and stores their 

private and sensitive health information. 

Patients’ control Patients are able to control who has access to their medical records. 

Confidentiality People without authorisation should not be able to access health information. 

Data integrity It is strictly forbidden to alter, modify, or manipulate the original health information. 

Consent exception 
According to this, patient data may only be accessed without the patient's permission 

under dire circumstances. 

Non-repudiation 

The medical professional should deny that they have done anything with the patient's 

private information. Evidence should be used to back up such actions in order to prevent 

disagreement or suspicion. 

People may benefit from data empowerment in three key ways:  

1. Ability to access data – Must prioritise the level of relevance depending on people's demands in order 

to get relevant government data.; [22, 23] 

2. Capacity to produce and use relevant data – Participation of individuals in the use of data and, in 

some situations, even in its initial gathering;  

3. Power to control personal data – Recognising and deciding how to use their data and the advantages it 

offers.  

Healthcare delivery and access have been redesigned as a consequence of patient empowerment via digital 

technologies. The main factors influencing this change in dynamics are: 

III. Microservices  

3.1 Monolithic and SOA vs Microservices  

Developing an application using a monolithic architecture means combining all of the parts into a single, logical 

executable unit. It is the conventional method of creating software applications, where a special technology is 

used and the whole program is the main emphasis. Monolithic architecture's benefits include:  

- The application's initial development and error tracing are quick and simple; [23], 

- Every capability is controlled in one location;  

- A small number of transformations can be done in the same context, therefore it is cost-efficient;  

- Since just one code base is used, no new programming knowledge is required by the present development 

team; [24] 

- Component communication is straightforward and much simpler to manage;  

- It is suitable for small teams with few cross-cutting issues and is quite simple to implement. 

3.2 Reasons for Using Microservices  

Due to its many appealing features, microservices have become popular and can now be used on a big scale. The 

ones that are most representative are:  

- Agility and speed of deployment: Various teams may concurrently create and link various service 

stages, resulting in a quicker time to market;  

- Flexibility: It is possible to employ many technologies and programming languages simultaneously; [21, 

22]. 

- Scalability: A service may be updated, used for a different purpose, or applied in a different setting;  

- Decentralized data management: It makes it possible to choose the best kind of database and loosely 

connect services, which improves work speed and business performance; [22] 
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- Fault isolation and detection: A service failure may be identified more quickly. Without impacting the 

remainder of the application, the service may be terminated or replaced with another one;  

- Autonomous, cross-functional teams: Specific business capabilities related to the individual services 

may be independently developed and reused by small teams with a variety of skill sets; [22, 23] 

- Increased quality of data: It is simpler to better control the data and its flow since each service may 

have its own database and data management is decentralised. 

3.3 Data Management Considerations in the Context of Microservices  

Since each service is directly in charge of its own database, it must be strictly controlled, both in terms of security 

and privacy. Through a query utilising its API, other services may access this data. As additional services are 

introduced to the application, communication gets more complicated, making it difficult to aggregate data from 

several databases linked to different services using an API Gateway architecture [25]. Given that a service is 

loosely connected, independently developed, and reusable, any permitted modifications to the data schema may 

have an impact on the deployment and scalability of other services that utilise or depend on that particular database 

[24]. 

IV. Managing Healthcare Data with Microservices within Remote Healthcare Monitoring Systems  

4.1 Remote Healthcare Monitoring Systems (RHMS)  

Due to the restricted ability of health services to offer adequate healthcare, the increasing number of elderly 

patients, patients with mobility impairments, and patients with chronic illnesses worldwide presents a serious 

problem [25]. The need for strict medical control is further increased by chronic illnesses. In addition to improving 

health-related quality of life, proactive self-management and early detection of changes in one's health state may 

lower hospitalisation and treatment expenses. 

The basic elements of RHMS are:  

- Data acquisition system: Consists of a variety of wearable, tiny, non-invasive sensors for gathering 

environmental or crucial medical data. Wireless technology powers these sensors [23, 24]. Smartphones 

and other mobile devices with built-in sensors may also be;  

- Data processing system: Focusses on processing data that has been sent or received.;  

- End-terminal at the hospital: The doctor's computer, database, or smartphone;  

- The communication network: connects the data processing and collection systems and sends data and 

alerts to a healthcare professional who is linked to the RHMS. The healthcare professional determines 

what has to be done. medication administration, safety precautions, and hospitalisation [23, 24]. 

4.2 Better Data Management for Healthcare: RO Smart Ageing System Case Study  

4.2.1 Bringing the microservices power for healthcare data management  

4.2 Improved Healthcare Data Management: A Case Study of the RO Smart Ageing System. 

RO-Smart Ageing,  

“Elderly health evaluation and non-invasive monitoring in a smart setting (RO Smart Ageing)”.  

a study that is now in its third stage, which involves the design of the overall architecture. The creation of a RHMS 

with an elderly-centered approach that can provide tailored assistance for healthcare services in a personalised 

smart environment is one of the project's primary goals [20, 21]. 

The foundation of RO Smart Ageing is healthcare data. The RO-Smart Ageing system is intended to provide a 

dependable substitute for managing the whole flow of medical data produced in a non-clinical setting [22, 23]. 

The RO-Smart Ageing architecture is organised in accordance with the unique features of healthcare data, which 

are complex, diverse, (un)structured, and often produced in large quantities from several sources in multiple 

places. 
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Fig. 1. Dataflow schematic for RO-Smart Ageing Healthcare [23–24]. 

 

Fig. 2 The basic architecture of RO-Smart Ageing. [25] 

4.3 RO-Smart Ageing general architecture  

Microservices and the n-layered IoT architecture are used in the RO-Smart Ageing system design (Figure 2) to 

take advantage of both architectural types:  

- Perception Layer: In order to achieve the finest environmental and health parameters, the raw data is 

collected from a variety of IoT devices, smart wearables, and other gadgets that are structured in a 

customised manner depending on the current requirements and wants of a certain older person [24–25].  

- Communication Layer: In order to achieve the finest environmental and health parameters, the raw data 

is collected from a variety of IoT devices, smart wearables, and other gadgets that are structured in a 

customised manner depending on the current requirements and wants of a certain older person [24–25].  

- Edge / Fog Layer: For quick administration, many microservices related to the data sources (devices) 

are gathered here. Every service has distinct capabilities, including local storage, processing, verifying, 

and parsing. If an anomalous value of a parameter is found, a time-sensitive decision-support function is 

offered as a consequence of the first local analytics and risk assessment.  
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- Cloud Layer: Databases that support Create, Read, Update, and Delete (CRUD) operations retain the 

data produced by the earlier levels after it has been thoroughly examined and processed [26, 27]. In 

applications with a clear goal, such as "Diagnostic Support Services" or "Patient Health Management," 

data may also be filtered to only deliver the most relevant information required. Periodically, in a 

controlled manner, the Cloud Layer is accessed in order to quickly use the resources.  

- Visualization & Action Layer: Individualised access to the apps created under RO-Smart Ageing is 

granted to the end beneficiaries, beginning with the elderly. 

 

V. Discussion  

Microservices enhance the RO-Smart Ageing system's present and future development in terms of scalability, 

flexibility, and reliability (since they can be applied to various healthcare domains) or fault tolerance (because the 

system can continue to function even if one of its services fails) [23]. Given the need of trigger warnings and 

ongoing monitoring of the elderly, these are critical features of a RHMS. Furthermore, the system may be adjusted 

to accommodate both the changing nature of age-related illnesses and the unique health circumstances of an 

elderly individual [24, 25]. 

The primary functions of the Edge/Fog layer include scheduling, storing, and managing the data obtained from 

wearables, the Internet of Things, and devices; this eliminates an extra computational load on the Cloud Layer 

[28]. Since RO-Smart Ageing features pertaining to in-depth analytics need extensive processing and storage 

power, the Cloud Layer is thought to be the most effective location for them [30]. Additionally, this amount of 

data storage offers constant data agility and accessibility [29, 30]. 

VI. Conclusion  

In addition to analysing the prediction of infectious illnesses based on the vital signs gathered during the pilot 

study, this research suggests an eHealth monitoring system that is affordable, accessible, adaptable, and pleasant 

for residents in nursing homes. Its economical application makes it possible to reach underserved communities 

and people who are more difficult to approach. 

The system is simple to use, and nurses need not require IT expertise, as this article has shown. Furthermore, the 

procedure improves connections with carers and is particularly resident-friendly. 

The microservice-based design is scalable and reasonably priced. When the system reaches saturation, the stress 

tests show it. The microservices' ability to provide the best possible service has been verified. The mobile 

application is an open standard that requires little modification to deploy on any Android smartphone. 

The development and deployment of contemporary apps has been completely transformed by microservices 

architecture. Organisations may increase scalability, flexibility, and resilience by decomposing large, monolithic 

systems into smaller, independently deployable services. The fundamental ideas of microservices, such as data 

management, inter-service communication, and service deconstruction, have been discussed throughout this 

investigation. Important architectural patterns that are necessary for creating reliable microservices systems have 

also been covered, including API Gateway, Circuit Breaker, and Service Discovery. A thorough analysis of 

scalability—one of the main advantages of microservices—was conducted, emphasising strategies like load 

balancing, elasticity, and horizontal scaling. 

In a global ageing culture, patient and healthcare data empowerment has becoming more noticeable. A 

microservices-based architecture may enable the quick extension, maintainability, and flexibility of personalised 

RHMS, which are a dependable option for better medical services. In order to demonstrate the advantages of 

microservices for a RHMS that must be scalable, have a high degree of personalised complexity, and be adaptable 

in order to handle the constantly changing devices and technology, this article presented the RO Smart Ageing 

system's underdevelopment. Additionally, attention will be given to the microservices-based architecture's 

potential for customisation for various forms of monitoring, such as the one required in the context of the COVID-

19 pandemic. 
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