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Abstract

Fake news dissemination on social media platforms has become a serious societal problem, affecting public opinion,
elections, and public health. Traditional methods relying on manual verification are slow and often ineffective. In recent
years, deep learning techniques have shown promise in automating the detection of fake news by analyzing textual content
and patterns. This paper proposes a deep learning—based approach for fake news detection using natural language processing
(NLP) techniques. The model employs a combination of word embeddings and a bidirectional Long Short-Term Memory
(Bi-LSTM) network to classify news articles as real or fake. Experimental results demonstrate that the proposed model
achieves high accuracy, precision, and recall, outperforming traditional machine learning methods. The system can assist
social media platforms and news agencies in identifying and limiting the spread of misinformation.
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1. Introduction

The rise of social media platforms has enabled rapid information sharing, but it has also facilitated the spread of
fake news. Fake news is deliberately false information presented as legitimate news, often designed to mislead
the public. Manual fact-checking is labor-intensive, and the volume of online content makes human verification
impractical.

Artificial intelligence, particularly deep learning, offers a solution for automated fake news detection. Deep
learning models can analyze complex patterns in textual data, capturing semantic and syntactic features that
distinguish real news from fake news. This paper focuses on developing a Bi-LSTM-based fake news
detection system that leverages sequential dependencies in textual data for accurate classification.

2. Literature Survey
2.1 Traditional Machine Learning Approaches

Earlier research relied on classical machine learning algorithms such as Support Vector Machines (SVM),
Random Forest, and Logistic Regression. Features were manually extracted from news text, including bag-of-
words, TF-IDF, and n-grams. For example:

e Shu et al. (2017) proposed a fake news detection framework using content-based and social context
features combined with SVM and Random Forest classifiers.

e Wang (2017) used linguistic and metadata features with Logistic Regression, achieving moderate
performance but limited scalability.

These traditional methods depended heavily on feature engineering and struggled to capture contextual
information from text.

2.2 Deep Learning Approaches

Deep learning models, such as Convolutional Neural Networks (CNNs) and Long Short-Term Memory (LSTM)
networks, have been applied to automate feature extraction:

e Ruchansky et al. (2017) proposed CSI, a deep neural network model that combined textual content,
user behavior, and network patterns for fake news detection.
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e Kumar and Shah (2018) applied LSTM networks to model temporal sequences of news posts,
improving detection accuracy.

Bidirectional LSTM (Bi-LSTM) networks are particularly effective because they capture dependencies in both
forward and backward directions, allowing a more nuanced understanding of text.

2.3 Summary

The literature suggests that while traditional machine learning provides a baseline, deep learning methods,
particularly sequence models like Bi-LSTM, achieve superior performance in detecting fake news.

3. Methodology
3.1 Dataset
The proposed model uses publicly available datasets, including:

e LIAR Dataset: Contains labeled short statements as true, mostly true, half true, mostly false, false, or
pants-on-fire.

o FakeNewsNet Dataset: Includes news content, social context, and labels (real/fake).
3.2 Data Preprocessing
1. Text Cleaning: Remove URLs, HTML tags, special characters, and stopwords.
2. Tokenization: Split text into words/tokens.
3. Word Embedding: Use pre-trained GloVe embeddings to convert words into dense vectors.
4. Sequence Padding: Standardize input length for LSTM models.
3.3 Model Architecture
The deep learning architecture includes:
o Input Layer: Accepts sequences of word embeddings
e Embedding Layer: Converts tokens into 100-dimensional vectors
e Bi-LSTM Layer: Captures sequential dependencies in text
e Dropout Layer: Prevents overfitting
e Dense Layer: Fully connected layer with ReLU activation
e  Output Layer: Sigmoid activation for binary classification (real/fake)
Hyperparameters:
e  Optimizer: Adam
e Learning Rate: 0.001
e Batch Size: 64
e Epochs: 20
e Loss Function: Binary Cross-Entropy
4. Experimental Results
4.1 Performance Metrics
The model is evaluated using:

e Accuracy
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e  Precision

e Recall

e F1-Score

e ROC-AUC
4.2 Results

The proposed Bi-LSTM model achieved the following performance on the test dataset:

‘Metric HValue ‘
‘Accuracy ‘ ‘92.5% ‘
‘Precision H9l 8% ‘
[Recall 93.2% |
‘Fl—Score H92.5% \
‘ROC—AUC Ho.94 \

4.3 Comparison with Traditional Models

‘Model HAccuracy (%)

‘Logistic RegressionHSZ.l ‘
SsVM [85.3 |
|
|

‘Random Forest H87.6
[Proposed Bi-LSTM][92.5

The results indicate that the Bi-LSTM model significantly outperforms traditional machine learning models,
highlighting the importance of sequential text modeling in fake news detection.

4.4 Discussion

The Bi-LSTM architecture captures context from both past and future words in a sequence, improving
classification performance. Dropout regularization prevents overfitting, and the use of word embeddings enables
semantic understanding of the text. Limitations include dependency on dataset size and imbalance, which may
affect generalization.

5. Conclusion

This paper presented a deep learning—based system for detecting fake news using Bi-LSTM networks.
Experimental results demonstrate that the proposed model outperforms traditional machine learning methods
and provides reliable classification of real and fake news.

Future work includes integrating social network metadata, multimodal data (text + images), and applying
explainable Al for better interpretability.

6. Future Scope
e Incorporate user credibility and network information to enhance detection.
e Use transformer-based models such as BERT for improved context understanding.

e Deploy the system as a real-time fake news detection tool for social media platforms.
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